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Who is this paper for?

Cloud computing, specifically Infrastructure as a Service (IaaS), brings efficiency, agility
and value to the enterprise. Both service providers and enterprises can benefit
tremendously from these infrastructure models. Hexagrid Computing is a thought leader
in the practice of transforming traditional IT delivery models to highly tuned service
delivery platforms. By coupling the very best in infrastructure practices with state-of-the-
art management software, any datacenter can take advantage of laaS. This paper
intends to document the specific use case for building a public laaS cloud using
Hexagriddés VxDat acent e slogical dekigns, hatdwareuspeesmid
best practices.

Executive Summary

The value that cloud computing brings to an organization is no longer disputed. Cloud
computing decreases costs, increases asset value and facilitates an on-demand delivery
model that changes the dynamic of business computing. The industry recognizes three
levels of cloud computing, Infrastructure as a Service (laaS), Platform as a Service
(PaaS) and Software as a Service (SaaS). laaS is the foundation on which the others
are built. Whether for cost-savings or to drive new revenue models, companies with
successful laaS strategies will maintain a material advantage over their competition.
Business organizations are looking to adopt these technologies now. Some of these
organizations will build services in-house, others will look to purchases these services
from others. A majority of these organizations will adopt a combination of both models.
The question that service providers should be asking right now: fhow do | build laaS to
meet the growing demand? 0

This document examines the requirements of laaS and makes concrete
recommendations for achieving laaS as an externally facing service. The requirements
in this document are gleaned from Hexagrid customer use cases and accurately reflect
the demands of many service providers. In this work, Hexagrid will deconstruct the
hardware requirements and design of the physical infrastructure and couple it with
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management platform, purpose built for managing the demands of laaS. When properly
architected, VxDatacenter serves as the keystone that completes the cloud and truly
delivers your datacenter as a service.

SaaS

/// PaaS

laaS

Cloud Computing Stack
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Infrastructure as a Service, What does it really mean?

Any truly compelling technology is driven by a hype engine of some type. Although hype

tends to perform wonders with respect to driving industry growth, media outlets often

become saturated to the point of confusion as exemplified by the cloud computing hype

engine. For the purpose of this document, it is important to identify the real problems

that cloud computing tries to solve. ItisHexagoipd ®@$ on t hat the majori
computingd environments do nlaab clomk eManytahS cr i t er |
products are built around the concept of managing hypervisors and building virtual

machines. To only the most basic definition, these solutions are laaS. These offerings

fail to define the actual delivery models and supply chains that are required to truly offer

laaS. To be clear, Hexagrid certainly believes that the practical application of server

virtualization can provide tremendous value to any organization, but the ability to

provision a VM from a management portal is simply not enough to meet the criteria for

cloud.

Cloud computing is a delivery and consumption model. In its purest form, computing

resources should flow downward through the supply chain and to be ultimately

consumed by users that are completely abstracted from the technical implementation.

Cloud computing implies self-service. Ofcour se this doesndt mean t hat
and protocols donoét apply to the wutilization o
finding hardware, capacity planning 3-5 years in advance, and racking servers should be

relegated to the past. This becomes a very important point to understand because there

are many tools available that claim #aaS6  w higndrimg the most important part:
6serviceo.

This document will cover the entire spectrum of laaS delivery while including logical
integration points for additional value-added features. It entails the technical
implementation for building and creating cloud servers and infrastructure as well as the
logical hierarchies and delivery mechanisms for extending the management of these
artifacts as a service to the customers that require them. Because this article focuses on
providing laaS as a public service, it is assumed that the trust relationship between the
provider and the consumerislowtonon-e x i st ent . This is laaBportant I
tools simply do not have the controls in place to make this practical. Furthermore, it is a
gap in the offering that needs to be filled by the service provider. Since most managed
service providers are typically not development houses, the prospect of building a public
cloud using these tools is difficult, if not impossible, to achieve at a price point that would
allow them to be competitive in the cloud computing market.
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Design Principles

When tackling the problem of laaS, there are many possible paths. Hexagrid believes
that the best solutions to problems are elegant in their design. Elegant solutions have
common themes that provide a strong foundation. VxDatacenter was designed on the
following principles.

- The cloud will be built on low-cost commodity hardware. In the history of
computing, at no time was money ever able to completely prevent a failure. No
matter how many redundant components were purchased, failures still occurred.
Hexagrid believes that failure is inevitable. Systems must be designed to handle
failure gracefully.

- The cloud must be built with multi-tenancy and tiered delivery in mind. Many
believe that cloud computing relationships are flat. Hexagrid believes that laaS

supply chains are compl ex. talwWahseapesosit o mer of

typically is an organization. The del
virtual datacenter. The cloud must support these complex multi-tenant models.

- Virtualization is a tool used for creating cloud, but by itself, is not cloud.
Virtualization vendors are quickly racing towards parity as feature sets are
assimilated by competitors. The majority of hypervisor technology already
reaches lowest common denominator status. When the smoke clears, clouds
will be defined by the applications that run in them, not by the hypervisor upon
which itds built.

- The cloud should be open and should strive for interoperability. The cloud itself
should never prevent a customer from transporting their workload to another
cloud technology through a reasonable effort.

- Fault tolerance should be inherent in the system. The cloud should be a fluid
engine for running workloads. When failure occurs, the user community should
not be concerned about the workload failover location. Fault-tolerance for
everyday datacenter failures should be transparent.

- Cloud computing implies self-service. The entire idea behind laaS is that
traditional IT artifacts like CPU, RAM, and network can be provisioned on
demand. Customers of the cloud should have the ability to build within the
allotment of resources that was provided from the up-stream partner.

- Cloud computing should conform to existing business models, not the other
way around. It6 s unr eas onabtha business eclatppreships and
processes change because of a new technology. The burden is on cloud
technology to align with the relationships as they exist today.
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System Requirements

The requirements discussed in this section have been collected as a digest of real
customer-use cases. As such, the requirements detailed here accurately reflect the
actual demands of Hexagrid customers as they design and build cloud computing
infrastructure.

- Public IP Addresses
Customers need to be able to define public interfaces so that Internet facing
devices can be created in the cloud.

- Physical VLAN access
Customer need to be able to create interfaces to privately maintained VLANS
for the purpose of accessing shared MSP services or interfacing with non-
cloud infrastructure across Layer 2 networks.

- Virtual Private VLANS in the Cloud
The customer should be able to build complex network topologies in the
cloud. This ability should be exposed as a self-service function of the
consumer.

- High-Performance
To meet the requirements of business, the cloud must maintain a minimum
performance profile. This performance profile should be in-line with that of
non-cloud virtual environments. This also means that the performance
should be consistent and predictable.

- High-Density
If the competition is the large public clouds, the price has to be low.
Reaching this economy requires infrastructure consolidation to achieve
maximum density.

- Fault Tolerance
Fault tolerance should be inherent in the cloud. The cloud should be elastic
enough to handle the most common faults without resulting in an outage of
service to the customer.

- Complex Infrastructure
The cloud should be able to support logically complex infrastructure to
sustain a multitude of topologies and system designs. This requirement
implies policy control over intra-VLAN communication for customerso cloud
network segments.

- Self-Administration
Users of the cloud must have the ability to administer their environment to the
extent that the service provider chooses. This may include operational
interaction, design and build, and console access to the cloud servers.
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Hexagridés VxDatacenter Cloud Management

Cloud computing is much more than the sum of its parts. Service delivery defines the
cloud. H e x-afghe-artd\&kBatacerntea plaform is a comprehensive cloud
solution specifically designed for real-world IT delivery. This tightly integrated platform
provides unprecedented control and agility. With VxDatacenter, service providers power
commodity resources and deliver them as a multi-tenant cloud computing service.

VxDatacenter is purpose built to empower service providers by delivering on the promise
of carrier-grade laaS. Service providers deliver a large portion of their business through

valuecadded channel s. I t i s elivkey xnadeglrofithee @leud Mustl i e f

conform and facilitate the execution of these channel relationships. It remains a key
distinction between Hexagrid and other cloud products on the market.

VxDatacenter Features
- Multi-tenant channel support model
- Powerful APIs for automation and customization
- Reseller co-branding
- Billing integration
- Multiple users and ACL for each organizations
- Support for direct customers
- Dedicated portal views at every level
- Resource metering and usage accounting
- Automated fault tolerance
- Intelligent workload scheduling
- Application marketplace
- Integrated secure console access

-

> Image Management | » UsageReport » Users » Gustomers » Resellers | » Infrastuciure | > Auditlog | > Help Desk

- r Home Authentication Key : AT808D20-A12A-11DF-999C-001B21580530

Dave Rokita

Do = \Welcome to Cloud Management Portal
ole :

Last Login : 28 Dec 2010

Current Login : 16:50:28 2 Critical Alerts
Overcommitted : 19% Reserved : 47.3%
L+ cPU ;0% - I memoy c288% (N |

= Cloud Total  : 121 GHz Cloud Total  : 137.3GB
Utilized 1 121 GHz Utilized : 395GB
Overcommitted : 23 GHz Unreserved  : 72.4 GB
Reserved 1 21.6% Reserved 1 64.2%
Storage Covsw Public 1P Dress i
Cloud Total  : 28,640 GB Cloud Total  : 246
Utilized | 25,856 GB Utilized D48
Unreserved 22,453 GB Unreserved 188

VxDatacenter Management Portal
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Logical Design
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Reference Equipment

Device Qty Make/Model
Routers 2 Supermicro
1016i-TF
Management 2 Supermicro
Servers 1016i-TF

Compute Nodes 20  Supermicro
6026T-TF

Storage Servers 3 Supermicro
6036T-TF

WAN/Intra VM | 2 PowerConnect

Specifications

1x Xeon Lynnfield 4C X3440 @,4G 8M
Memory 4 x 4 GB DDR3 Ecc Un Buffer
LP-PB ( Max 16GB )

Hard Disk Drive 2 x 1TB SATA

Onboard LAN : Dual LAN with Intel 82574L
Gigabit Ethernet

1x Xeon Lynnfield 4C X3440 @,4G 8M
Memory 4 x 4 GB DDR3 Ecc Un Buffer
LP-PB ( Max 16GB )

Hard Disk Drive 2 x 1TB SATA

Onboard LAN : Dual LAN with Intel 82574L
Gigabit Ethernet

2x Quad core Xeon Westmere 4C E5620
(2.4 Ghz)

Memory 4 x 8 GB DDR3 Ecc Reg
133Mhz

Hard Disk Drive 500 GB SATA2 HotSwap
Intel ICH10R for 6 SATA

Onboard LAN : Dual LAN with Intel 82576
Gigabit Ethernet

Intel Gigabit VT Quad Port PCI 2.0

2x Quad core Xeon Westmere 4C E5630
(2,53 Ghz)

Memory 2 x 4 GB DDR3 Ecc Reg
1333Mhz

Hard Disk Drive 10 x 2 TB SATA2
HotSwap

Onboard : Intel ICH10R for 6 SATA2
Onboard LAN : Dual LAN with Intel 82576
Gigabit Ethernet

Including : Adaptech Card ASR 31605 16
port

Intel 10 Gbe AF DA Dual Port Adapter

48 port unmanaged switch

Switch 2448
Storage/Compute | 1 PowerConnect - 48 port managed w/ 10 Gbe Uplinks
Interconnect 6248
Switch
Storage Switch 1 PowerConnect - 24 port 10Gbe switch
8024F
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Scalable Design

Hexagri dos \sxdbsighed o startt small while meeting the needs of a super
scaled environment. Hexagrid does not set artificial limits to scale. The management
system is centralized, but out-of-band with respect to the operation of the cloud. This
means that it can be scaled independently of the cloud, and if it ever fails, service
availability continues unhindered.

One key aspect of the VxDatacenter design allows virtual infrastructure to now be
created with no regard to the physical layout of actual servers. Customers creating
virtual servers and networks are completely abstracted from the actual implementation.
Workloads are completely portable within the cloud and can be migrated from physical to
physical with no required downtime. VxDat acenter 6s dynami c
detects conflicts and race-conditions to ensure that any contentions are automatically
handled with no impact. These facilities allow the service provider to consolidate their
infrastructure to the highest levels while maintaining peace-of-mind that any issues will
be addressed. At the option of the service provider, customer/reseller quotas can be put
in place to protect the overall utilization of resources from overuse whether intentional or
unintentional.

In the VxDatacenter design, one primary goal is self-service for a public/semi-public
audience. The challenge is controlling the policies so that a user can create their own
public facing infrastructure (firewalls, load-balancers) as required. This allows the cloud
consumer to design and build without service provider assistance. The act of simply
creating virtual machines across managed VLANS is insufficient to provide this
capability.

Thin Provisioning

Adding resources to the cloud should be a light-weight process, easily performed without
requiring the involvement of highly skilled, technical professionals. The design should
be modular so that resources can be added incrementally. Adding compute to the cloud
is as simple as plugging a server into the respective switches. The compute node will
appear in the portal as an available node. Once registered, the server will be
provisioned with the hypervisor and brought into the cloud pool. Simply attach storage in
a modular fashion to increase capacity. The NFS mount information is specified in the
portal, and the storage is online and ready for deployment.

Fault Tolerance

Fault tolerance should be inherent in the cloud. The failure of a compute node should be
a transparent event to the end-user. At the same time, the consumers of the cloud

should be completely abstracted from the

workload scheduler can detect the failure of compute nodes and automatically migrate
virtual machines to other machines while maintaining business continuity and requiring
no intervention.

@Copyright : Hexagrid Computig Inc.http://www.hexagrid.com 10
Phone :1-636-590-2211 or email : partners@hexagrid.com

wor kil

0 ¢

i mpl e



Example Network Configuration

Public Network 64.73.208.0/24
Intra VLAN Network 172.16.0.0/15
Private Physical Network 10.10.20.0/24
Storage Physical Network 10.10.21.0/24

Cloud Public Service Interface

Service providers wanting to compete with the large public clouds must have some
method of providing public facing servers to customers on request. Many of the existing
public clouds are flat in their hierarchy. This means that every server created is a public
serverd perfectly fine for some models, but in many cases, an insufficient design. It is
Hexagridodos belief t hat by defaul't each
VLAN; Unless someone explicitly specifies that a server has public interface, it will not
be accessible from the Internet. With VxDatacenter, cloud users can create their own
VLANSs and control the policies between them. In essence, all of the facilities required to
create complex network topologies are provided by the platform. As a service provider,
full control of the IP pool is maintained so that public IP addresses are not overused.
These IP addresses can be assigned during customer/reseller creation and can be
changed at any time. Finally, bandwidth can be capped for any customer/reseller
through this public facing interface.

For the purpose of providing public cloud service, a Class C block of public IP addresses
would be used to create the public pool. As VMs are created, the individual building the
server has option to create a public interface for that server (this can of course be edited
after the creation of the server). After creating the server, this IP address is statically
mapped until the user releases the IP address back into the pool.

Multi-Tenant Cloud
Services

&

0 WAN Switch Fabric )

Cloud Public Service Interface
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Private Intra-VLAN communication

Using VxDatacenter, service providers are able to create multiple VLANSs for each cloud
customer. Furthermore, through the management portal, this functionality can be
extended to the customer for self-service. The VLANs created by any customer are
isolated from any other customerdé &/LAN. This creates a tremendous advantage for
VxDatacenter customers as they are able to recreate complex network topologies in the
cloud. VxDatacenter commands the Layer 2 network fabric at the hypervisor level so
that virtual machines are free to move and migrate from server to server without having
to migrate or reconfigure the network implementation.

" & " ~" ™\
Virlusal Desklops Employee Facing Applications Data Tier

Employeas VPN

Y

8 0

Ireernet
Users

\. N A >

Example Infrastructure Architecture

The network topology above can be self-provisioned from the VxDatacenter portal
without assistance from a service provider admin. Additional segments can be added or
removed based on demand. All of the policies are controlled through the VxDatacenter
portal interface. With the power of VxDatacenter, users of the cloud no longer have to
settle for just virtual machines. Virtual datacenters can be created to meet the demands
of any business need.
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Optional Private VLAN Network

The combination of VxDatacenter® managed public IP addresses and virtual private
VLANs meet the needs of most public or semi-public cloud computing installations. For
those situations where this does not meet the need, VxDatacenter provides an optional
network interface to interact with shared services or Layer 2 integration with non-cloud
infrastructure. VxDatacenter does this by extending its VLAN tagging implementation to
include customer provided VLAN designations. The designations can be allocated to a
customer/reseller allowing them to tag virtual machines as required to meet the business
need. This enables the service provider to create and sell non-cloud shared services to
their customer community as well as interconnect physical servers that the service
provider is managing on their ¢ u s t o rhehalfé6 $mplementing the optional managed
VLANs also provides another option for easing the impact of physical to cloud
migrations.

As a Mezeo Ready Partner (www.mezeo.com), Hexagrid uses this interface to create
multi-tenant access to Mezeo cloud storage from VxDatacenter-managed virtual
machines.

Private Services

VPN

Backup

Optional Private VLAN Fabric

Other Private Services

—

Optional Private VLAN Interface

This diagram depicts a 1Gbe connection, but the nature of the services will determine
the actual bandwidth requirement. The hypervisor supports NIC bonding, so bandwidth
can be aggregated.
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http://www.mezeo.com/

Storage Architecture

Designing the storage tier of a cloud is one of the most challenging tasks with many
issues to address. Probably the most important is bandwidth because overall cloud
performance will be determined by access to the storage layer. Hexagrid recommends
that cloud builders use a form of Network Attached Storage (NAS) for several reasons.
The fault tolerant scheme designed by Hexagrid necessitates that the system be able to
migrate a workload by simply re-pointing to the disk images from another cloud server.
The complicated business of migrating LUNs brings diminishing value to the cloud.
Furthermore, once abstracted through virtualization, the advantages of block-based
storage are obscured. With NAS storage, the storage meta-data is managed at the
storage server and can be freely shared amongst all of the compute nodes.
VxDatacenter abstracts the presentation of mounted volumes at the hypervisor layer. By
the time they are presented to the virtual machines, they appear as raw volumes that are
directly attached.  Customers are
completely isolated from accessing
another user® secure volumes.

It is possible to build a cloud with
Gigabit storage NICs. VxDatacenter
supports NIC bonding at the
hypervisor level, so links can be ] e )
aggregated as required to meet the

bandwidth  requirement. The

downside to doing this is that the

wiring scheme can be challenging, (L tionSeood Soagorarec )
especially if redundant switches are

thrown into the mix. Knowing that the

storage tier is likely to be the biggest
consumer of bandwidth and based on
experience, Hexagrid recommends NFS NFS NFS
proper investment in this tier from the Siregs JESCrege  ESIrage
beginning. In this example, a two
level approach was used. For the
compute node interface, a 48 port 1Gbe switch was used with four 10Gbe uplinks. The
idea is that the 20 compute nodes will together create about 40Gbe of bandwidth under
extreme load. We can trunk this load to a dedicated 10Gbe switch where the storage
servers reside. This provides a couple of advantages, there are no bottlenecks down to

the actual storage tier, and the storage tier can scale independently without sacrificing
network ports to the compute nodes.

For NFS systems, the use of NICs and switches that support jumbo frames is
recommended. This along with several Hexagrid optimizations at the hypervisor level
can achieve significant performance gains. For companies that already have storage, it
can be attached as an NFS mount-point. Adding new storage to the cloud is as simple
as adding it to the switch and providing the mounting information to the VxDatacenter
portal.
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Customer Interface to VxDatacenter

As previously stated, VxDatacenter was designed around the concept of supporting
several levels customers to align with existing supply chains and value-added IT delivery
channels. VxDatacenter effectively supports multi-level business relationships. Each
level of the relationship has a dedicated portal that exposes the required functionality
and information. The flow of resources through the chain follows the relationship while
support and consumption of resources flow back up channel. All of the traditional
boundaries between these entities can be respected as required by the relationship. Co-

branding is supported attheresel | er | evel , mai ntaining assurance
identity will not be lost as reseller of the cloud. This co-branding is passed down to the
resellerds customer portals.

Resallar

Uisers
-ACLs
-Customsars
~Co-Branding

Customer m
Alsars -Users
MCLs ~AlLs
~SErvers ~Barders
LANS -WLANS
Folicies -Palicies
“Controd -Coniral

j Skl Yy

Indirect Channel Indirect Channel Indirect Channel Direct Channel

Service Provider Channel Partner Relationship Model
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VxDatacenter Partner Dashboard

In addition to the portal interface, VxDatacenter also supports a fully featured set of APIs
that can be used to further automate the cloud or expose additional services and
functions to cloud users. One of the most common uses of the API is to integrate the
cloud with an existing billing or accounting platform. Hexagrid computing has performed
many of these integrations with various billing platforms and can provide guidance and
assistance for other custom integrations.

Secure Console Access

Another aspect of providing laaS as a public or semi-public service, secure console
access must be taken into account. Many laaS vendors address console access
assuming that the user is a cloud administrator with rights and privileges on the back-
end. This approach is unacceptable from a multi-tenant public cloud perspective.
VxDatacenter sees this as an absolute requirement and provides a mechanism for
secure console access to the end-user through a web browser.
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